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Former Regulations on the Cross-
Border Transfer of Personal Data
Has Been Repealed

As noted in our second bulletin, the
amendments to the Personal Data Pro-
tection Law No. 6698 (KVKK) entered
into force on 01.06.2024. On 10.07.2024,
the Regulation on the Procedures and
Principles Regarding the Transfer of
Cross-Border Personal Data (Regulation)
was published. With these amendments
and the Regulation, the procedures and
principles concerning the application of
Article 9 of the KVKK, which regulates
the transfer of personal data abroad,
have been clarified. Additionally, it was
established that the old regulations re-
garding the cross-border transfer of per-
sonal data (e.g., explicit consent) will ap-
ply alongside the new regulations until
01.09.2024.

As of 01.09.2024, the application of the
old version of the first paragraph of Ar-
ticle 9 of the KVKK has ended, and the
cross-border transfer of personal data
must be conducted following the new
procedures and principles.

You can find the Regulation in Turkish
here and our previous bulletin here.

Key Actions:

v Companies resident in Turkiye that
transfer personal data abroad should
review their overseas transfer pro-
cesses and implement one of the ap-
propriate transfer mechanisms out-
lined in the Regulation.

Personal Data Protection Authority
(Authority) Announces Signing

a Cooperation Protocol with the
Ministry of Trade

A Cooperation Protocol was signed be-
tween the General Directorate of Con-
sumer Protection and Market Surveil-
lance of the Ministry of Trade and the
Authority on 28.08.2024, which aims to
raise awareness across all segments of
society about targeted advertising and
deceptive commercial design practic-
es, align with international regulations in
digital advertising and personal data us-
age, and develop joint policies against
violations. The protocol is designed to
enhance consumer awareness regarding
digital advertisements and applications
and to strengthen their control over per-
sonal data.

You can access the details of the relevant
protocol in Turkish here.

The Authority Published the
Memorandum on Processing of
Personal Data on the Legal Ground
of Being Stipulated by Laws

On 05.08.2024, the Authority released
a memorandum titled “ Processing Per-
sonal Data on the Legal Ground of Being
Stipulated by Laws”. This memorandum

for data controllers and processors in-
cludes detailed explanations under both
Turkish and European Union (EU) law re-
garding when personal data can be pro-


http://You can access the details of the relevant protocol in Turkish 
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cessed according to the legal require-
ment and offers concrete examples of
the data processing stipulations across
various laws and their applicability.

You can access the information note
published by the institution in Turkish
here.

The Authority Published a Public
Announcement on the Data
Controllers Registry

The Authority announced that it has im-
posed in total an administrative fine of
503,935,000 TL as of 01.08.2024 on do-
mestic and foreign data controllers who
failed to register with the data control-
ler’s registry, along with disciplinary pen-
alties on public institutions and profes-
sional organizations.

The Board continues to impose fines un-
der Article 18 of the KVKK on approxi-
mately 16.350 data controllers out of
about 130.600 identified as obligated to
register and notify.

The public announcement is available in
Turkish here.

Key Actions:

v Domestic and foreign data control-
lers should verify their obligation to
register with the registry and comp-
lete the registration and notification
processes within the legal timeframe
from when the registration obligation
arises.

The “Communiqué on Commercial
Electronic Message Management
System Integrators” Was Published
in the Official Gazette

The Message Management System (IYS)
is a national database system where ser-
vice providers record their current com-
mercial electronic message consents. A
company that is authorized by the Min-
istry of Trade and operates to assist ser-
vice providers in sending commercial
electronic messages, recording consent
and rejection information in the IYS, ob-
taining consent through the 1YS, and
exercising the right to reject, is consid-
ered as a Message Management System
Integrator.

The regulation governs the procedures
and principles for registering commercial
electronic message approvals and rejec-
tions in the IYS, conducting these trans-
actions via integrators or service provid-
ers, authorizing integrators, and revoking
their authorization.

You can access the Communiqué in
Turkish here.


https://kvkk.gov.tr/SharedFolderServer/CMSFiles/8d119dab-5886-4300-bd13-4eaf9bf15ea0.pdf
https://kvkk.gov.tr/Icerik/7980/KAMUOYU-DUYURUSU-Veri-Sorumlulari-Sicili-01082024
https://www.resmigazete.gov.tr/eskiler/2024/09/20240918-6.htm
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European Union Artificial
Intelligence (Al) Act Enters into
Force

The Al Act was published in the Official
Journal of the EU on 12.07.2024 and en-
tered into force on 01.08.2024. The Al
Act prohibits certain Al applications and
introduces regulations for “high-risk” Al
systems and general-purpose Al models
(GPAI).

Provisions of the Al Act for various risk
categories are expected to be gradual-
ly implemented from February 2025 un-

I You can find the Al Law here.

Actors in Turkiye
Sevgi Unsal Ozden

til the end of 2030. Regulations for GPAI
model providers will come into effect on
02.08.2025, while obligations for high-
risk systems (e.g., biometrics, critical in-
frastructure, education, access to essen-
tial public services, law enforcement) will
apply from 02.08.2026. By 02.08.2027,
specific obligations for high-risk systems
used as security components in products
will begin, with all public sector Al sys-
tems must comply by 01.01.2030.

You can access the document we prepared for the Artificial
Intelligence Law Timeline here:

European Union Artificial Intelligence Act Enters into Force
Sevgi Unsal Ozden, Giilnur Cakmak Ergene

Reflections of the European Union Artificial Intelligence Act on


https://eur-lex.europa.eu/eli/reg/2024/1689/oj
https://www.erdem-erdem.av.tr/uploads/file/erdemerdem-eu-artificial-intelligence-act-enters-into-force.pdf
https://www.erdem-erdem.av.tr/en/insights/reflections-of-the-european-union-artificial-intelligence-act-on-actors-in-turkiye
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First International Al Framework
Agreement Opened for Signature

The Council of Europe Framework Con-
vention on Al, Human Rights, Democra-
cy, and the Rule of Law (CETS No. 225)
was opened for signature in Vilnius. This
is the first international agreement aimed
at ensuring Al systems align with human
rights, democracy, and the rule of law.

The framework agreement has been
signed by several countries, including
Andorra, Georgia, Iceland, Norway, Mol-
dova, San Marino, the United Kingdom,
Israel, the United States (US), and the
EU. The agreement, which sets out gen-
eral principles and rules for activities in
the lifecycle of Al systems, promotes the
ethical use and protection of personal
data. The framework agreement will take
effect once ratified by five countries, in-
cluding three Council of Europe member
states.

I You can find the Convention here.

Framework Convention
on Artificial Intelligence

Tilbe Birengel

== Council of Europe
Opens First Ever Global
& Convention on Al for
Signature

B Omer Karakaya

French Data Protection
Authority (CNIL) Publishes New
Recommendations for Al System
Development and General Data
Protection Regulation (GDPR)
Compliance for Public Comment

Aiming to clarify the GDPR impacts on Al
with its “Al Action Plan” published in May
2023, CNIL announced on 07.06.2024
its first set of recommendations for Al
use that ensures personal data protec-
tion. Then, on 02.07.2024, it published
the second draft set of recommenda-
tions built on these principles and made
them available for public consultation un-
til 01.10.2024.

The second set includes “how-to” guides
and a questionnaire, particularly on key
issues in Al development, such as web
scraping, publication of Al models in open
source, and management of individu-
als’ rights over data. It emphasizes that
“legitimate interest” is the primary legal
basis for the development of Al systems,
stressing the need for risk assessments
and protective measures for personal
data. Under the draft recommendations,
CNIL states that web scraping applica-
tions are feasible but should be subject
to strict supervision. It emphasizes that
individuals should be informed about the
use of their personal data within Al sys-
tems a reasonable time in advance, in-
cluding model-specific details.

The announcement on the second set
of recommendations issued by CNIL is
available here.


https://www.cnil.fr/en/artificial-intelligence-cnil-continuing-its-work
https://rm.coe.int/1680afae3c
https://www.erdem-erdem.av.tr/en/insights/council-of-europe-opens-first-ever-global-convention-on-ai-for-signature
https://www.erdem-erdem.av.tr/en/insights/framework-convention-on-artificial-intelligence
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European Commission Declares
Meta’'s “Consent or Pay” Model
Incompatible with the Digital
Markets Act (DMA)

The European Commission has notified
its preliminary findings that Meta’s “Ad-
Free Subscription/Consent or Pay” mod-
el is not compatible with the DMA. The
model forces EU users to choose be-
tween paying a subscription fee for an
ad-free version or using a free version
with personalized advertising. The Eu-
ropean Commission considered that this
practice contradicts the obligations set
out in Article 5 of the DMA and does not
allow users to freely give their consent.
To comply with the DMA, it was empha-
sized that non-consenting users should
be granted access to an equivalent ser-
vice that uses less personal data for ad
personalization.

As mentioned in our previous bulletin, the
European Data Protection Board has also
commented on “consent or pay” mod-
els used by online platforms, stating that
existing models often force users to ei-
ther consent to data processing or pay
a fee, which may result in consent being
deemed invalid.

As can be seen, the current “consent or
pay” models used by online platforms
are considered by the authorities to be
contrary to the DMA and GDPR, conclud-
ing that these models can override users’
consent.

You can find the European Commission’s
press release here and our previous
bulletin here.

Italian Data Protection Authority
Imposes €10,000 Fine for
Employer’s Refusal of Former
Employee’s Request for Access to
Personal Data on Grounds of Trade
Secrets

A data subject contacted his former em-
ployer requesting a copy of the personal
data contained on the laptop provided
to them. However, the employer refused
the request, arguing that providing such
copies could lead to the disclosure of
trade secrets. Following the refusal, the
data subject filed a complaint with the
data protection authority on 06.04.2022.

The Italian Data Protection Authority em-
phasized that the only limitation to Arti-
cle 15 of the GDPR, which regulates the
data subject’s right to access, is that this
right must not adversely affect the rights
and freedoms of others, including the in-
terest of the controller in protecting its
trade secrets. However, it stated that this
limitation does not give the controller the
right to completely refuse the request
for access based on Article 15(4) of the
GDPR. It concluded that the data control-
ler must balance both rights and that the
copy of personal data could be provided
free of trade secret information. Based
on these grounds, it decided to impose
an administrative fine against the data
controller employer.

The decision of the Italian Data Protection
Authority is available in Italian here.


https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3582
https://www.erdem-erdem.av.tr/en/insights/personal-data-protection-bulletin-2024-second-quarter
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/10043600
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Swiss-US Data Privacy Framework
(Swiss-DPF) Enters into Force

At the meeting on 14.08.2024, the Swiss
Federal Council confirmed that the
Swiss-DPF provides an adequate level
of data protection for the transfer of per-
sonal data by private companies or pub-
lic authorities to participants in the US,
and the Swiss-DPF entered into force
on 15.09.2024. Accordingly, Switzerland
has updated Annex 1 of the Swiss Data
Protection Regulation following the EU’s
Data Privacy Framework (DPF) and de-
termined that data transfers under the
Swiss-DPF provide adequate data pro-
tection safeguards. As a result, US com-
panies that have certified compliance
with the Swiss-DPF principles will be
able to transfer personal data without the
need for additional safeguards, such as
signing standard contractual clauses.

You can find the Swiss-DPF here, the
announcement of the Swiss Federal
Council here.

Navigating the EU-US
Data Privacy Framework:
A Relief for US
Organizations

Sevgi Unsal Ozden,
Gulnur Cakmak Ergene

Legal500

Amsterdam District Court Finds
X’s (Formerly Twitter) Temporary
Restriction of a User’s Account to
be Automated Decision Making
Under the GDPR

In this specific case, a user was “shad-
owbanned” after posting a message
containing child pornography but was
not notified of the ban. The user learned
of the situation when others said they
could not find his account and request-
ed information; he later discovered that
the restriction had been lifted. When X
only responded by referring to its privacy
policy, the data subject filed a complaint
with the District Court of Amsterdam. X
argued that the data subject had abused
his right of access by characterizing the
user as a journalist, claiming that the
shadowing did not amount to automated
decision-making because detection pa-
rameters were set by humans.

However, the court emphasized that X’s
response did not comply with the GDPR
and that the data subject was not in-
formed about the processing of his per-
sonal data. Furthermore, the court stat-
ed that the automated decision-making
process has a serious impact on the data
subject and that, according to Articles
13, 14, and 15 of the GDPR, the controller
must provide clear and transparent in-
formation about this process. The court


https://www.newsd.admin.ch/newsd/message/attachments/89022.pdf
https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-102054.html?utm_source=substack&utm_medium=email
https://www.legal500.com/firms/16169-erdem-erdem-law-office/global/news-and-developments/navigating-the-eu-us-data-privacy-framework-a-relief-for-us-organizations
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ruled that X could not evade its obliga-
tions by invoking the protection of trade
secrets and that it must provide infor-
mation about the processing of personal
data, responding within three months, or
face a fine of EUR 4,000 per day.

I The decision is available in Dutch here.

Key Actions:

v Data controllers should provide data
subjects with clear and comprehen-
sible information about how personal
data is processed, including detailed
information about automated decisi-
on-making systems.

v Data subjects’ requests for access
must be responded to promptly and
by applicable data protection legis-
lation; mere reference to the privacy
policy is insufficient.

European Commission Acts
Against European Data Protection
Supervisor’'s (EDPS) Decision to
Suspend Use of Microsoft 365

As mentioned in our previous bulletin, on
08.03.2024, the EDPS ruled that the Eu-
ropean Commission had breached fun-
damental data protection rules in its use
of Microsoft 365 and failed to provide
adequate safeguards for data transfers
outside the EU/European Economic Area
(EEA). Following this decision, the Euro-
pean Commission filed a lawsuit against
the EDPS for misinterpreting EU data
protection law.

According to the allegations published
in the Official Journal of the Europe-
an Union, the EDPS incorrectly applied
the legislation, particularly in the case
of cross-border transfers, by assuming
that the data flow between the Europe-
an Commission and Microsoft Corpora-
tion in the US constituted a direct trans-
fer. This case stands out as an important
development in terms of the interpreta-
tion of the GDPR and other legislation, as
well as the data security obligation of EU
institutions.

The European Commission’s allegations
can be found here.


https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ%3AC_202403925&utm_source=substack&utm_medium=email
https://uitspraken.rechtspraak.nl/details?id=ECLI:NL:RBAMS:2024:4019
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The Belgian Data Protection
Authority Publishes Guidelines
(Guidelines) on GDPR Compliance
of Al Systems

On 19.09.2024, the Belgian Data Protec-
tion Authority published guidelines on Al
and the GDPR, emphasizing the impor-
tance of developing Al systems that com-
ply with data protection principles. These
guidelines for various professions pro-
vide a comprehensive guide to the joint
implementation of the GDPR and the Al
Act. They highlight the GDPR principles
such as lawfulness, fairness, transpar-
ency, purpose limitation, and data mini-
mization in data processing. They also
emphasize, the importance of human
oversight, safeguards, and accountabil-
ity in data processing in Al systems, and
highlight the need for detailed informa-
tion, documentation, risk assessments,
and notification obligations for high-risk
Al systems.

I The Guide is available here.



https://www.autoriteprotectiondonnees.be/publications/artificial-intelligence-systems-and-the-gdpr---a-data-protection-perspective.pdf
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Disclaimer

All of the information, documents and evaluations set forth in this bulletin have been prepared by the Erdem &
Erdem Law Office for information purposes only. This bulletin cannot be used for advertising purposes, to soli-
cit business, or for any other purpose that is contrary to the Professional Rules for Attorneys. Unless expressly
permitted by Erdem & Erdem in writing, quoting, citing, or creating links to the content of this bulletin, or any
other full or partial use of this bulletin, is strictly prohibited. Erdem & Erdem possesses all intellectual property
rights attached to the information, documents, and evaluations in this bulletin and all rights are reserved.
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